The effectiveness of service oriented computing relies on the trustworthiness of sharing of data between services. We advocate a semi-automated approach for information distribution and sharing, assisted by a reputation system. Unlike current recommendation systems which provide a user with a general trust value for a service, we propose a reputation model which calculates trust neighbourhoods through fine-grained multi-attribute analysis. Such a model allows a recommendation relevance to improve whilst maintaining a large user group, propagating and evolving trust perceptions between users. The approach is demonstrated on a small example.
Introduction
We address the problem of maintaining privacy where services interact with users. We suggest a recommendation system in order to assist sharing decisions and suggest semiautomation of sharing.
Current services maintain user profiles locally, which causes data to become outdated. The onus is on the user to provide a cross-service link between their profiles and manage authentication credentials. As a response, centralised Single Sign-On (SSO) services emerged permitting a single login. Popular implementations include Shibboleth [1] and OpenID [2] . This mechanism provides an easy framework for identifying users, but does not facilitate centralised profile storage.
Several systems attempt to centralise the storage of profile information. The most common is browser automatic form filling, which stores previous values. Although this assists profile creation, it does not allow services to access recent data. Other implementations such as SAML [3] , OAuth [4] and OpenID Attribute Exchange [5] provide an interface to a central data repository. These permit centralised profile maintenance, assisting users on devices with restricted input abilities.
Sharing profile data between services raises many privacy questions, including: What trust should a user impart on a service? Which services should be allowed access to which parts of a users profile? How should data be transmitted between services? Where should the profile be stored? How can a user be assured that their data will not be used against the users' will? How can a service be sure that the user is not giving inaccurate information?
As described in Section 2, research has attempted to solve the first question posed by using a recommendation system. Existing recommendation systems take coarse-grained approaches to analysis of trust by means of a single metric. Humans do not perceive trust on a per-service level, instead trust is dependant on factors such as the requested attributes. A user is constantly sharing their information as they utilise services, causing many requests from the central data. It is essential many of these operations are automated in order to produce a usable system. Services which have previously been given access could be given permanent access to certain fields. Initial access requests are hard to assess for trustworthiness from a mobile device. A recommendation from other users may provide a simple measure to assist.
We argue that there is a pragmatic need for semi-automated information distribution, assisted by reputation systems. By semi-automated we refer to the requirement of security to allow a user to make the decision in the case of sensitive data, but automatically distribute low-sensitivity data based on calculated trust. Reputation systems must analyse the requested attributes in order to accurately represent user opinion. In this paper we propose a mechanism, extending previous systems, in order to take attributes into account. Hence, we alter the analysis from the coarse-grained toward the fine-grained.
This paper is structured in the following manner: Section 2 discusses related work. Section 3 discusses the requirements for multi-factor trust analysis and proposes a formula which meets these requirements. A simple example is shown to detail the approach. Section 4 concludes.
Related Work
Current implementations of sharing mechanisms for the automation of attribute exchange (e.g. [6, 7] ) require a considerable setup effort from the user, such as defining the context and purpose of use.
Existing service recommendations are based upon whole service reputation [8, 9, 10] . [11] argues reputation systems are inadequate, due to the subtle differences between trust and reputation [12] . Trust defines a mental bias toward or against a service, whereas reputation is the conveyance of trust between people. The context sensitivity of trust causes it to be degraded by the use of coarse-grained reputation. We propose that reputation is more reliable when measured at a lower level (i.e. per-attribute).
[13] discusses methodologies for attribute exchange: although security in transmission is available, no mechanism utilises automation or recommendation.
[14] extends [13] in an attempts to enhance identity management online. Specifically, they provide users with the ability to see the purpose for request/retention details for each attribute, and the ability to revoke previously shared attributes [15] . This requires a large amount of screen space and bandwidth making its portability to mobile devices limited. [16, 17] extend authentication systems to achieve privacy oriented attribute exchange by utilising security conditions (similar to SAML [3] ) and oblivious transfer [18] . The computational complexity is significant and unsuitable for deployment on mobile devices. Further, these methods do not allow for a persistent profile among user devices.
Collaborative filtering produces recommendations between items based on previous user input in order to make recommendations (e.g. user-based [19] and item-based [20] ). Both methods fail to apply multi-attribute to determine cross-attribute links (i.e. grouping users based on more than one attribute).
Approach
When a service requests personal information from a user it is assessed for trustworthiness. Abdul-Rahman & Hailes [10] discuss the three types of trust imparted by the user. Interpersonal trust is the trust between two individuals in a specific context. This is the context in which the service is accessed and which attributes are requested. System trust defines the general trust level in an institution. This relates to the provider of the service. Dispositional trust defines the natural trust a user has in a third party before they take any other aspect into consideration. Many people are willing to share their personal information freely on the internet, others prefer to preserve their anonymity due to their disposition.
A recommendation system attempts to group users based on their dispositional trust. It may then inform a user of interpersonal and system trust through analysis of similar users' previous decisions. Previous implementations fail to properly assess interpersonal trust due to their coarse-grained analysis.
Dispositional trust may evolve over time, the proposed system does not consider this factor. Hence, the database of previous interactions should degrade over time. For performance reasons the groupings may be calculated offline. By iteratively calculating the groupings offline there is a constant and recent grouping matrix available for fast trust calculations.
The trust measurement is taken from the decision to share information with a service. We define a binary variable P u,s,a , where s identifies the service, a identifies the attribute requested and u identifies the user. The value is 0 if the information is withheld, or if a false value is given. If the attribute is supplied the value is defined as 1. P u,s refers to the set of attribute sharing values and may be in the state undefined if u has no experience with s. The correlation between two users (u1, u2) produces a recommendation. This is performed for all values of P which are defined for both users u1 and u2. Where P is the set of all P u for which P u,s are defined.
The correlation between two users is in a non-normalised form and used to provide the ratio of trust transference. This provides a non-negative value where 0 is defined as no similarities in past decisions, and increase in size the more similar previous decisions have been. A weighting value may be required in order to ignore lower correlation values. The multiplication by |P ui | ensures that users which have used more services similar to the user get preference over those who have similar, but limited, experience compared to the current user. The value of R u1,s is a vector with sharing recommendations for each of the attributes which may be sent to s. Each of the values in the Fig. 1 . A scenario showing three users transactions with three services vector are between 0, meaning a strong recommendation not to share that attribute, and 1 which gives a strong recommendation to share the requested attribute. When the user has made their decision to share or withold attributes, the value of P u,s,a is set/altered. We illustrate the use of the algorithm using a small example with the values given in Figure 1 . In this table the requested attributes are shown for three services, followed by the previous sharing performed by three users, Alice, Bob and Charlotte. Both Bob and Alice have past transaction experience with all three services, Service 1, Service 2 and Service 3. Charlotte only has past experience with Service 1 and Service 2.
Charlotte visits Service 3 and an attribute request is placed from the service to gain data items 1 and 2. A decision about which attributes to provide must be made, the recommendation system will aid the service judgement based on previous experiences. In order to provide the recommendation we calculate R Charlotte,Service2 .
Cor(PC,s1, PA,s1) = |P C,s1 | k=1 (P C,s1,ak − P A,s1,ak ) 2
|PC,s1|
The value of R C,s3 may be calculated using these correlations as groupings for users which Charlotte has similar sharing habits. The calculation that Alice has very similar habits to Charlotte as their correlation is much higher than that with Bob. 
We can present this recommendation to Charlotte in a percentage or bar form. She is given a 100% recommendation to share attribute 1, a 78% recommendation to share attribute 2 and a 0% recommendation to share attribute 3. The recommendation for attribute 3 is omitted as it was never requested by the service. Once Charlotte has made her decision of which information to share with the service the value of P C,s3 is set for future reference by Charlotte and for producing recommendations for other users of the system. Evolution of dispositional trust can occur as user opinion of a service becomes more or less trusting. The method given in this paper simply provides a method of calculating correlation based on past decisions. In order to allow for evolution of trust a time-based degradation may be performed before correlation calculation.
Conclusions
The need for automation and the role of recommendation systems have been outlined. Following, a mechanism to provide a recommendation has been proposed based on fine-grained past staring. The example provided an execution of the algorithm on a very small data set. A centrally accessible profile store is still required, following which an analysis of the effect of the proposed algorithm may be performed. The key to successful adoption of a serviced based web is the ability to exchange attributes without a large user effort.
